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Serving Critical Infrastructure
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Range of Cybersecurity Assessments 
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• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Phishing Campaign Assessment (EVERYONE)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical) TECHNICAL
(Network-Administrator Level)

STRATEGIC
(C-Suite Level)

• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool Strategic/Technical)

• Vulnerability Scanning / Hygiene (Technical)

• Risk and Vulnerability Assessment (Technical)

• Remote Penetration Test (Technical)
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NIST Cybersecurity Framework

• All CRR and EDM practices are mapped to the 
subcategories of the CSF

• After performing a CRR or EDM, organizations can 
compare the results to the criteria of the NIST CSF to 
identify gaps and where appropriate improvement efforts 
are needed

• The Cybersecurity Framework 
• Establishes a common perspective and vernacular,
• Provides risk-based guidelines,
• Is collaboration-oriented, and
• Is internationally recognized.

• For more information, visit nist.gov/cyberframework

Functions Categories
Asset Management (AM)
Business Environment (BE)
Governance (GV)
Risk Assessment (RA)
Risk Management Strategy (RM)
Access Control (AC)
Awareness and Training (AT)
Data Security (DS)
Information Protection Processes and Procedures (IP)
Maintenance (MA)
Protective Technology (PT)
Anomalies and Events (AE)
Security Continuous Monitoring (CM)
Detection Processes (DP)
Incident Response Planning (RP)
Communications (CO)
Analysis (AN)
Mitigation (MI)
Improvements (IM)
Recovery Planning (RP)
Improvements/Gap Remediation (IM)
Communications (CO)

IDENTIFY (ID)

PROTECT (PR)

DETECT (DE)

RESPOND (RS)

RECOVER (RC)
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Vulnerability Scanning
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Purpose: Assess Internet-accessible systems for 
known vulnerabilities and configuration errors.

Delivery: Online by CISA

Benefits: 
• Continual review of system to identify potential 

problems
• Weekly reports detailing current and previously 

mitigated vulnerabilities
• Recommended mitigation for identified vulnerabilities

• Network Vulnerability & Configuration Scanning
• Identify network vulnerabilities and weakness
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Cyber Security Evaluation Tool (CSET)
• Purpose: Assesses control system and information technology 

network security practices against industry standards.  

• Facilitated: Self-Administered, undertaken independently

• Benefits: 

• Immediately available for download upon request

• Understanding of operational technology and information 
technology network security practices

• Ability to drill down on specific areas and issues

• Helps to integrate cybersecurity into current corporate risk 
management strategy

https://github.com/cisagov/cset/releases

https://cset-download.inl.gov/
8



Jon Easton
July 24, 2024

a prioritized subset of IT and OT cybersecurity practices 
aimed at meaningfully reducing risks. 

This subset was selected using these criteria:

• Demonstrated value in reducing the risk or impact of 
commonly observed, cross-sector threats and cyber threat 
actor TTPs.

• Clear, actionable, and easily definable.

• Reasonably straightforward and not cost-prohibitive for even 
small- and medium-sized entities to successfully implement. 

Cybersecurity Performance Goals
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Cyber Exercises and Planning
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• Cyber Storm Exercise – DHS’s flagship national-level biennial exercise
• Exercise Planning and Conduct
• Cyber Exercise Consulting and Subject Expertise Support
• Cyber Planning Support
• Off-the-Shelf Resources
• Exercise-In-A-Box

CISA’s National Cyber Exercise and Planning Program develops, conducts, 
and evaluates cyber exercises and planning activities for state, local, tribal 
and territorial governments and public and private sector critical 
infrastructure organizations.
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Logging Made Easy (LME)

LME enables 
organizations to monitor 
their network, identify 
users and enhances 
security

In 2023, CISA 
introduced LME on 
GitHub. LME is a 
government-vetted, 
intuitive log 
management tool

Designed for small to 
midsize organizations 
with limited resources, 
LME offers unified 
logging and proactive 
threat detection

• No cost to users

• Quick setup and guided 
implementation for simplified 
log management

• Integrated monitoring for real-
time threat visibility

• Trusted and transparent 
operations

• Tailored dashboards to fit 
users' needs

• Community Collaboration 
(GitHub discussions)

• No information is collected or 
sent back to CISA

• User-friendly instructions for 
downloading and installing 
LME are available at LME's 
GitHub Repo

• LME's instructions provide 
detailed steps organized by 
chapters and explain how the 
tool uses endpoint agents for 
thorough event data 
collection and analysis.

Contact LME: CSSO Email LME's GitHub Repo

LME Snapshot

• Creates a centralized 
repository of Windows 
Sysmon logs to detect 
incidents or suspicious 
events, aiding in incident 
response, account, device, 
and monitoring

• Uses open source technology 
alongside CISA-developed 
configurations and scripts

• Works in conjunction with 
threat reports, queries for the 
presence of an attacker in 
the form of Indicators of 
Compromise (IOCs) and 
Tools, Techniques and 
Procedures (TTPs).

Key Benefits Easy Installation 
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Resource Guides
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• Resource Guides: Created to help organizations enhance their 
resilience in specific Cyber Resilience Review (CRR) domains.

• CRR Tools: Helps move organizations from initial capability 
to well-define capability in security management areas

• CRR Domains: Includes the CRR 10 “domains” each representing 
a capability area foundational to an organization’s cyber resilience. 

• Content: While the guides were developed for organizations to 
utilize after conducting a CRR, these publications provide content 
useful for all organizations with cybersecurity equities. 

• Flexibility in Use: Moreover, the guides can be utilized 
as a full set or as individual components, depending on 
organizational preference and/or need.

• For more information, visit https://www.cisa.gov/cyber-resource-hub
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Federal Ransomware Website

BLANVisit StopRansomware.gov today!
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Free Federal Cyber Training

14

FedVTE is an online, on-demand training center that provides free
cybersecurity training for U.S. veterans and federal, state, local, tribal, and 
territorial government employees. As of January 2017, there are:

• Over 140,000 registered users, including employees at all levels of government
• Over 18,000 veteran users (through non-profit partner, Hire Our Heroes )
• Over 5,000 SLTT registered users
https://fedvte.usalearning.gov/

FedVTE enables cyber professionals to continue growing skills.
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 CISA's Cybersecurity Performance Goals (CPGs) are a subset of 
cybersecurity practices, selected through a thorough process of 
industry, government, and expert consultation, aimed at 
meaningfully reducing risks to both critical infrastructure 
operations and the American people. 

 The CPGs are intended to be:

• A baseline set of cybersecurity practices broadly applicable 
across critical infrastructure with known risk-reduction value.  

• A benchmark for critical infrastructure operators to measure and 
improve their cybersecurity maturity.  

• A combination of recommended practices for information 
technology (IT) and operational technology (OT) owners, 
including a prioritized set of security practices.  

•  

Cybersecurity Performance Goals
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Cyber Security Evaluation Tool (CSET)

16



Jon Easton
July 24, 2024

Assessment Items (Goals)
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Format in CSET
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Format in CSET - References
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Format in Checklist
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Survey Group Process
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Questions?
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Identity
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Protect
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CPG - Respond
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CPG - Recover
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Reports and Summary
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Rachael Han
Regional Analyst

Region II (NY, NJ, PR, USVI)
Rachael.Han@cisa.dhs.gov

(202) 394-6453

Jon Easton
Cybersecurity Advisor

Region II (NY, NJ, PR, USVI)
Jonathan.Easton@cisa.dhs.gov

(771) 217-0640
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